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Technical Tip: FortiGate configured with multiple captive portals and as a DNS server

Description

This article covers the configuration of two DNS servers along with the captive portal on two different interfaces of FortiGate.

Scope
FortiOS 7.0.6 and newer versions.

Solution

On FortiOS versions prior to 7.0.6, it was possible to configure auth-portal-addr globally:

# config firewall auth-portal

geltT portal—addr IgTC.cestc.lab

o]

1]
=]
L

That was creating problems for some users, wh

o wanted to implement a captive

For instance, the captive portal is deployed on port2 and port3.

IP address of port2 is 192.168.100.
IP address of port3 is 192.168.200.

ok

The authentication portal address is configured

# config firewall auth-portal

ortal-addr "fgt.test.lab" b
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end

like this:

ortal on more than one interface.

Client connected to port2 will hit the captive portal and will be redirected to fgt.test.lab, which has to be resolved as the IP address of the port2.
Client connected to port3 will hit the captive portal and will be redirected to fgt.test.lab, which has to be resolved as the IP address of the port3.

50 there should be a DNS solution, that will resolve the fgt.test.lab as one of the IP addresses of the interfaces
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(IP address of port2 or port3).

the DNS request to resolve fgt.test.lab comes from port2, the fgt.test.lab has to be resolved as an ip address of port2 (192.168.100.1), so the client can
reach the captive portal, which is running on port2.

If the DNS request to resolve fgt.test.lab comes from port3, the fgt.test.lab has to be resolved as an ip address of port3 (192.168.200.1), so the client can
reach the captive portal, which is running on port3.

Prior to FortiOSs 7.0.6, in such scenarios, the user had to deploy micro DNS servers on each port, which is configured as the captive portal.

The DHCP server assign
The DHCP server as
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As a result:

DNS Server 1 should resolve fgt.test.lab as 192
DNS Server 2 should resclve fgt.test.lab as 192

[====]

NS server 1 for the clients connected to port2.
NS server 2 for the clients connected to port3.

.163.100.
.168.200.,

[ ]

By doing so, each captive portal client will be able to resolve the fgt.test.lab to the appropriate IP address of FortiGate.

Starting from FortiOS 7.0.6, an improvement was implemented so the addresses for the authentication portal can also be configured under the interface(s),

which are configured as a captive portal.
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In such a case, the FortiGate can also be configured as a DNS server that will resolve the address of the auth-portal-addr.

This document will cover the scenario where port2 and port3 are configured as a captive portal and additionally the FortiGate is running as the DNS server.

1) Configure Interfaces on FortiGate:

# config sy=ztem interface
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== wdom "root"
set ip 192.168.180.101 255.255_255
set allowaccess ping https ssh http telnet
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set somp-index 1

next
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get ip 192.1e8.100.1 255_255_255
set allowaccess ping https http
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get type physical
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get security-mode captiwve-portal
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next
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== wdom "root"
set ip 19%2.168.2 1 :255.255.255
set allowaccess ping https http
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set security-mode captive-peortal
set auth-portal-addr "fgt.captiveiZ.test.lab"h
gt rale =T
set somp-index 23

next

2) Configure the default route on FortiGate:

# config router =tatic
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next

3) Configure firewall policies for each port:

# config firewall policy
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4) Configure DNS Server on FortiGate:

# config system dns-s=server

.5 iy IPY.5

get domain "test.lak
# config dns-entry
get hostname "fgt.captivel
set ip 1982.168.100. 1
next
edit 2
b R e e i s
get ip 1982.168.200.1
next
end
next
end

5) Configure DHCP pools on FortiGate:

# config system dheop server

.test.l

L

get default-gateway 182.168.100.1
get netmask 255.255.2535.0
get interface "portad"
# config ip-range
get start-ip 182.168.100.10
get end—-ip 192.168.100.200
next
end
set timezone—option default
set dns—-server]l 1582.168.100.1
next
get defaunlt-gateway 192.168.200.1
get netmask 255.255.255.0
set interface "porti"
# config ip-range
get start-ip 192.168.200.10
set end—-ip 19%2.168.200.200
next
end
set timezone—option default
get dns-serverl 182.168.200.1
next
end

6) Results on client PC connected to port2:

7) Results on client pc connected to port3:
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